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Pogoji za vkljucitev v delo oz. za
opravljanje studijskih obveznosti:

Prerequisites:

Za vkljucitev v delo je potrebno osnovno
znanje iz matematike, programiranja in
podatkovnih baz. Pogoj za pristop k izpitu je
priprava in zagovor projekitne naloge.

Basic knowledge of maths, programming
and databases is required. To afttend the
exam, a student has to prepare and present
a project assignment.

Vsebina: Content (Syllabus outline):

Uvod v umetno inteligenco (kaj je
umetna inteligenca?, temelji,
zgodovina, sodobni razvoj
podrocja)

Inteligentni agenti (agenti in okolje,
narava okolja, struktura agentov)
Resevanje problemov (reSevanje
problemov z preiskovanjem,
preiskovanje v kompleksnem okolju,
igre)

Znanje, sklepanje in nacrtovanje
(predstavljanje znanja z logiko,
ontologije, logi¢no sklepanje,
avtomatsko nacrtovanje)

Strojno ucenje (uCenje iz primerov,
nadzorovano ucenje, simbolicno
ucenje, uCenje numericnih
modelov, globoko ucenje, ansambli
modelov, izbira modelov in
optimizacija, nenadzorovano
ucenje, spodbujevalno ucenje,
razvoj sistemov za strojno ucenje)
Obdelava naravnega jezika
(jezikovni modeli, korpusi besedil,
vlozitve besed in globoko ucenje za
naloge obdelave naravnega jezika)
Racunalniski vid (uvod, ustvarjanje
slik, znacilke slik, klasifikacija slik,
detekcija objektov)

Primeri uporabe umetne inteligence
za reSevanje problemov kibernetske
varnosti (odkrivanje novih grozenj,
boj z boti, napovedovanje tveganja
nedovolienega vstopanja,
izboljSana zascita koncnih tock)

Intfroduction to artificial intelligence
(whatis Ale, foundations of Al, history
of Al, state-of—the-art
developments)

Intelligent agents (agents and
environment, nature of
environments, structure of agents)
Problem-solving (Problem solving by
searching, search in complex
environments, games)

Knowledge, reasoning and planning
(knowledge representation with
logics, ontologies, logical inference,
automatic planning)

Machine learning (learning from
examples, supervised learning,
symbolic learning, learning numerical
models, deep learning, ensembles of
models, model selection and
optimization, unsupervised learning,
reinforcement learning, design and
development of machine learning
systems)

Natural language processing
(language models, language
corpora, word embedings and deep
learning for natural language
processing)

Computer vision (introduction,
formation of images, image features,
image classification, object
detection)

Examples of use of artificial
intelligence for solving cyber security
problems (detection of new threats,
battling bots, breach risk prediction,
improved endpoint protection)




Temeljni literatura in viri / Readings:

Russell, S., Norvig, P. (2021) Artificial Inteligence — A Modern Approach (4 th edition).

Pearson.

Aggarwal, C. (2021) Artificial Intelligence — A Texbook. Springer.

Moroney, L. (2020) Al and Machine Learning for Coders. O’ Reilly Mediq, Inc.
Sikos, L. (ed) (2019) Al in Cybersecurity. Springer.

Parisi. A (2019) Hands-On Artificial Intelligence for Cybersecurity. Packt.
Kononenko, I., Robnik Sikonja, M. (2010) Inteligentni sistemi. Zalozba FE in FRI.
Bratko, I. (2011) Prolog in umetna inteligenca. Zalozba FE in FRI.

Cilji in kompetence:

Objectives and competences:

Splosne kompetence:

Sposobnost uporabe razlicninh
programskih resitev za zagotavljanje,
upravljanje, nadzorovanje in evalvacijo
kibernetske varnosti.

Sposobnost fleksibilne uporabe
pridobljenega znanja o kibernetski
varnosti v praksi.

Predmetno-specificne kompetence:

sposobnost reSevanja problemov v
umetni inteligenci s tehnikami
preiskovanja,

sposobnost predstavljanja
domenskega znanja v formalnem
jeziku logike,

sposobnost uporabe metod strojnega
ucenja ter obdelave naravnega jezika
za reSevanje problemov iz kibernetske
varnosti,

sposobnost uporabe tehnik
racunalniskega vida za reSevanje
problemov kibernetske varnosti,
sposobnost nacrtovanja uporabe
ustreznin metod umetne inteligence pri
reSevanju problemov v praksi.

General competences:

The ability to use various software
solutions to provide, manage, monitor
and evaluate cyber security.

The ability of flexible usage of the
acquired knowledge on cyber security
in practice.

Subject-specific competences:

Ability to solve problems in artificial
intelligence by using search techniques,
Ability to represent knowledge in a
formal logical language,

Ability to use machine learning methods
and natural language processing for
solving cybersecurity problem:s,

Ability to use computer vision
techniques for solving cybersecurity
problems,

Ability to design and use adequate Al
methods for solving practical problems

Predvideni studijski rezultati:

Intended learning outcomes:




Znanje in razumevanje:

Studenti bodo spoznali temeljne
koncepte umetne inteligence ter
sodobne smeri, v katerih se podrocje
razvija;

Studenti se bodo seznanili s konceptom
inteligentnega agenta ter strukturo
agentov in pomena okolja, v katerem
agent deluje;

Studenti bodo spoznali razlicne nacine
reSevanja problemov v umetni
inteligenci s pomocjo tehnik
preiskovanja;

studenti se bodo seznanili s pomenom
predstavljanja znanja v formalnem
jeziku ter konceptom avtomaticnega
sklepanja  in nacrtovanja  dejan;j
inteligentnih agentov;

Studenti se bodo spoznali z osnovnimi
koncepti, nalogami in metodami iz
strojnega ucenje ter bodo sposobni
uporabiti to znanje v konkretnih primerin
v podrocju kibernetske varnosti;
Studenti se bodo spoznali z razli¢nimi
metodami obdelave naravnega jezika;
Studenti se bodo spoznali z osnovnimi
koncepti iz racunalniskega vida ter
nalogami, ki so pomembne v kontekstu
kibernetske varnosti kot so ekstrakcija
znacilk iz slik,  klosifikacija = slik  ter
avtomatska detekcija objektov;
Studenti bodo seznanjeni z prototipnimi
primeri uporabe umetne inteligence za
reSevanje problemov kibernetske
varnosti in bojo sposobni nacrtovatiin
uporabiti metode umetne inteligence
pri svojem delu na podrocju.

Knowledge and understanding:

The students will be acquainted with the
basic concepts of Al and the state-of-
the-art developments in the field;

The students will be knowledgeable of
the intelligent agent concept as well as
the structure of agents and the
importance of the environment, in
which the agent acts;

The students will learn how to use
different search techniques to solve
problems in Al;

The students will be acquainted with
representing knowledge in a formal
longuage and the concepts of
automatic reasoning and planning;
The students will be knowledgeable of
basic concepts, tasks and methods from
machine learning and will be able to
use the knowledge for solving concrete
problems in the area of cybersecurity;
The students will be knowledgeable of
different methods for natural language
processing;

The students will be able to use the
basic methods from computer vision,
such as feature extraction, image
classification and object detection for
solving problems in cybersecurity;

The students will be knowledgeable of
the prototypic problems from
cybersecurity that can be solved by
using Al and will be able to use that
knowledge to design and implement Al
methods in their work in the area.

Metode poucevanja in ucenja:

Learning and teaching methods:

Predavanja z aktivno udelezbo
Studentov (razlaga, diskusija, vprasanja,
primeri, reSevanje problemov);

Vaje, kjer studentje na primerih
ponovijo femeljne koncepte,
predstavljene na predavanijih;
Laboratorijske vaje, kjer se studenti
naucijo uporabljati razlicne programske

Lectures with active participations by
the students (explanation, discussion,
questions, cases, problems solving);
Tutorials, where students will recall,
reinforce, and shed light on the
concepts and methods infroduced at
lectures;




knjiznice, ki implementirajo razlicne e Lab work, where students will learn to
algoritme iz umetne inteligence. use to use different libraries that
implement Al algorithms.

Delez (v %) /
Nacini ocenjevanja: Weight (in %) Assessment:
Nacin (pisni izpit, ustno izprasevanje, Type (examination, oral, coursework,
naloge, projekt): project):
Pisni izpit 60 % Written Exam
Projektna naloga 40 % Project assignment
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