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Nosilec predmeta / Lecturer: \doc. dr. Bostjan Delak

Jeziki / Predavanja / Lectures:

Slovenski, angleski / Slovene, English

Languages: Vaje / Tutorial:

Slovenski, angleski / Slovene, English

Pogoiji za vkljucitev v delo oz. za
opravljanje studijskih obveznosti:

Prerequisits:

Za vkljuCitev v delo je potrebo usvajiti zanje
predmetov Pravo informacijske varnosti,
Varnost omrezij, Varnost posameznikov v
kibernetskem prostoru, Varnosti in
zavarovanje podatkov in Varnost sistemov.

Student/studentka mora pred pristopom k
izpitu pripraviti in zagovarjati seminarsko
nalogo.

In order to be included in the work, it is
necessary to master the content of the
following courses: Information Security Law,
Network Security, Personal Cybersecurity,
Data security and protection, and System
security.

Prior to the exam, the student has to
prepare and present seminar work.

Vsebina:

Content (Syllabus outline):

e Tveganja:
analiza in upravljanje s tveganiji;
informacijska tveganja, okoljski vplivi.
e Upravljanje informacijske varnosti:
strateski, takticni in operatvoni
management, dimenzije upravljanja.

o Risks:
Risk analysis and management;
information risks, environmental impacts.
* Information security management:
Strategic, tactical and operational
management, management
dimensions.




o Uspesnost in uCinkovitost informacijske
varnosti:

Elementi kakovosti varnosti, razmerje
med funkcionalnostjo in varnostjo
informacijskih sistemov.

e Ukrepi informacijske varnosti:
Kontrole, standardi, okvirji in
metodologije za upravljanje
informacijske varnosti.

e Organizacijski informacijsko varnostni
ukrepi: varnostni management,
varnostna strategija in politika
informacijske varnosti, skladnost z
zakonodajo, upravljanje kadrovskih
virov, varnostna kultura in ozavescenost
uporabnikov, upravljanje odnosov z
zunanjimi subjekti.

e TehnicCni ukrepi:

Ukrepi fizi€ne varnosti, ukrepi
tehni€nega varovanje informacijske
varnosti.

e Neprekinjeno poslovanje:
strategija, politika, nacrti
neprekinjenega poslovanja, krizno
obvescanje, nacrti okrevanja,
testiranje, analiza, izboljsevanje.

* Effectiveness and efficiency of

information security:
Elements of security quality, the
relationship between functionality and
security of information systems.

* Information security measures:
Controls, standards, frameworks and
methodologies for information security
management.

* Organizational information security

measures:
Security management, security strategy
and information security policy,
compliance with legislation, human
resources management, security culture
and user awareness, management of
relations with external entities.

* Technical measures:
Physical security measures, technical
security measures of information
security.

e Business confinuity:
Strategy, policy, business continuity
plans, crisis information, recovery plans,
testing, analysis, improvements.

Temeljni literatura in viri / Readings:

e Kaja Prislan, Igor Bernik, Informacijska varnost in organizacije, Univerza v Mariboru,

Fakulteta za varnostne vede, 2019.

e Isabella Corradini, Building a Cybersecurity Culture in Organization, Springer, 2020.
e Avriel Evens, Enterprise Cybersecurity in Digital Business — Building a Cyber Resilient

Organization, Routledge, 2021.

Cilji in kompetence:

Objectives and competences:

Ucna enota prispeva k razvoju naslednjih
splosnih in predmetno specificnih
kompetenc:

Splosne kompetence:

e razumevanje pomena kibernetske
varnosti.

e sposobnost identifikacije
kibernetskih varnostnih tveganj ter
izdelave predlogov za ukrepanje in
zascito na osnovi identificiraninh
tvegan;.

e sposobnost iskanja podatkov in virov
za potrebe upravljanja kibernetske
varnosti.

The instructional unit confributes to the
development of the following general and
subject-specific competences:

General competences:

¢ Understanding the importance of
cyber security.

e The ability to identify cyber security
risks and make proposals for action
and protection based on identified
risks.

e The ability to find data and sources
for the needs of cyber security
management.

e The ability to do business
communication, teamwork and use




o sposobnost poslovhega
komuniciranja, skupinskega dela in
uporabe informacijskih tehnologij za
namen zagotavljanja kibernetske
varnosti.

e sposobnost razvoja informacijskih
varnostnih politik in sistemov
upravljanja organizacije.

Predmetno-specificne kompetence:

e sposobnost identificirati kibernetska
tveganja organizacije,

e sposobnost izvajati upravijanje
informacijske varnosti,

e sposobnost preverjanja ustreznosti
implementiranih kontrol kibernetske
varnosti,

e sposobnost priprave in nadgradnje
strateqij, politik in drugih interninh
aktov na podrocju kibernetske
varnosti

e sposobnost upravljanja sistema
neprekinjenega poslovanja
organizacije.

of information technology to ensure
cyber security.

The ability to develop information
security policies and management
systems of the organization.

Subject-specific competences:

The ability to identify the
organization's cyber risks,

The ability to perform information
security management,

The ability to check the adequacy of
implemented cyber security controls,
The ability to prepare and upgrade
strategies, policies and other internal
actsin the field of cyber security

The ability to manage the business
continuity system within organization.

Predvideni studijski rezultati:

Intended learning outcomes:

Znanje in razumevanje:

Sposobnost Studenta/studentke bo:

e znal identificirati in analizirafi
tveganja ter predlagati vpeljavo
ukrepov / kontrol za zmanjSanje
tveganj na podrocju kibernetske
varnosti

e ustrezno razmejiti upravljanje
varnosti na razlicnih podrocjih in
upravljati razlicne dimenzije varnosti
organizacije

e prepoznaval elemente kakovosti
varnosti in jin znal odlocati med
funkcionalnostjo in varnostjo

e znalizbrati ustrezne ukrepe in
kontrole za zmanjSevanje ranljivosti
organizacije

e ustrezno pripraviti strategijo, politike
in pripadajoce dokumente na
podrocju informacijske varnosti

e uspesno upravljati neprekinjeno
poslovanje organizacije s

Knowledge and understanding:

The ability of the students will be:

be able to identify and analyze risks
and propose the introduction of
measures / controls to reduce risks in
the field of cyber security
appropriately delineate security
management in different areas and
apply different dimensions of
organisational security

recognize the elements of safety
quality and know how to decide
between functionality and safety
be able to choose appropriate
measures and controls to reduce the
vulnerability of the organization
appropriate preparation of strategy,
policies and related documents in
the field of information security
successfully manage the business
continuity of the organization with
the corresponding intensive plans,
documents and measures.




pripadajocimi internimi nacrti,
dokumenti in ukrepi.

Metode poucevanja in ucenja: Learning and teaching methods:

e predavanja z aktivno udelezbo e |ectures with active participation of
studentov (razlaga, diskusija, vprasanja, students (explanation, discussion,
primeri, resevanje problemov) questions, examples, problem solving

e vaje zizdelavo domacih nalog in e exercises with homework and seminar
izdelava seminarske naloge work

¢ individualne in skupinske konzultacije e individual and group consultations
(diskusija, dodatna razlaga, obravnava (discussion, additional explanation deals
specificnih vprasanj) with specific issues)

Delez (v %) /

Nacini ocenjevanja: Weight (in %) Assessment:

Nacin (pisni izpit, ustno izprasevanje, Type (examination, oral, coursework,

naloge, projekt): project):

e pisniizpit 60 e written exam

e pripravain zagovor 30 e preparation and presentation
seminarske naloge, of seminar work

e domace naloge 10 e homework
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