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Pogoiji za vkljucitev v delo oz. za
opravljanje studijskih obveznosti:

Prerequisits:

Za vkljuCitev v delo je potrebno usvojifi
vsebine predmeta Razvoj varne
programske opreme.

In order to be included in work, it is
necessary to master the content of the
course Secure Software Development.

Vsebina:

Content (Syllabus outline):

Vsebina predmeta zagotavlja pregled
varnostnin nacel za razvoj spletne in
mobilne aplikacije. Studenti bodo spoznali
najbolj tipicne strategije kibernetskih
napadov in ustrezne obrambne pristope.
To je zelo pomembno, sqj se morajo danes
razvijalci in oblikovalci zavedati varnostnih
vprasanj na vsaki tocki razvojnega cikla.

Teme tega predmeta so razdeliene v dve
glavni skupini:

The content of the exam provides an
overview of security principles for
development of web and mobile
applications. The students will gain
understanding of the most typical cyber-
aftack strategies and corresponding
defense approaches. This is quite important
since nowadays developers and designers
must be aware of the security issues at
every point of the development cycle.




1. Osnove in najsodobnejsa spletna
varnost. Teme vkljucujejo:

e nacela spletne varnosti,
napadi in protiukrepi,
varnostni model brskalnika,
ranljivosti spletnih aplikacij,
vbrizgavanje kode,
zavrnitev storitve,
napadi TLS,
zasebnost,
prstni odftisi,
politika istega izvora,
vecdomensko izvajanje kode,
preverjanje pristnosti,
obramba v globino in
tehnike za pisanje varne kode.

2. Pogloblien pregled varnostnih funkcij in
omejitev mobilnega operacijskega
sistema, osnov mobilnih omrezij in varnosti
mobilnega omrezja.

The topics in this course are divided in two

mMain groups:

1. Fundamentals and the state-of-the-art in
web security. Topics include:

principles of web security,

aftacks and countermeasures,

the browser security model,

web app vulnerabilities,

code-injection,

denial-of-service,

TLS attacks,

privacy,

fingerprinting,

same-origin policy,

cross-site scripting,

authentication,

defense-in-depth, and

techniques for writing secure code.

2. In-depth overview of the security
features and limitations of mobile
operating system, basics of mobile
networks and mobile network security.

Temeljni literatura in viri / Readings:

e  Web Application Security: Exploitation and Countermeasures for Modern Web
Applications 1st Edition by Andrew Hoffman. 2020. ISBN-13: 978-1492053118

¢ The Web Application Hacker's Handbook: Finding and Exploiting Security Flaws 2nd
Edition by Dafydd Stuttard. 2011. ISBN-13: 978-1118026472

e  Web Security for Developers: Real Threats, Practical Defense lllustrated Edition by
Malcolm McDonald. 2020. ISBN-13: 978-1593279943

e Microservices Security in Action: Design secure network and APl endpoint security for
Microservices applications, with examples using Java, Kubernetes, and Istio 1st Edition
by Prabath Siriwardena, Nuwan Dias. 2020. ISBN-13: 978-1617295959

Cilji in kompetence:

Objectives and competences:

Ucna enota prispeva k razvoju naslednjih
splosnih in predmetno-specificnih
kompetenc:

Splosne kompetence:

e Sposobnost identifikacije kibernetskih
varnostnih tveganj ter izdelave predlo-
gov za ukrepanje in zascito na osnovi
identificiranih tvegan.

e Sposobnost uporabe razlicnih program-
skih resitev za zagotavljanje, upravljo-
nje, nadzorovanje in evalvacijo kiber-
netske varnosti.

The instructional unit contributes fo the
development of the following general and
subject-specific competences:

General competences:

e The ability to identify cyber security risks
and make proposals for action and pro-
tection based on identified risks.

e The ability fo use various software solu-
tions to provide, manage, monitor and
evaluate cyber security.

e The ability to find data and sources for
the needs of cyber security manage-
ment.




e Sposobnost iskanja podatkov in virov za
potrebe upravljanja kibernetske varno-
sti.

e Sposobnost fleksibilne uporabe pridob-
ljlenega znanja o kibernetski varnosti v
praksi.

Predmetno-specificne kompetence:

e Usposoblienost za vkljucevanje
osnovnih varnostnih ukrepov pri razvoju
spletnih in mobilnih aplikacij

e poznavanje osnov infrastrukture kljuCev
Za enkripcijo

e oObvladovanje postopkov zagotavljanja
varnega in stabilnega delovanja
spletnin/mobilnih aplikacij

e razumevanje klju¢nih konceptov
komunikacijske varnosti

e znanje in sposobnost prakticne
uporabe sifrirnin algoritmov, strategij
varnega shranjevanja podatkov

e poznavanje osnovnih nacel in tehnik za
krepitev varnosti aplikacij

e The ability of flexible usage of the ac-
quired knowledge on cyber security in
practice.

Subject-specific competences:

e competence to incorporate basic
security measures in the development of
web and mobile applications

e familiarity with the basics of encryption
keys infrastructure

e mastering procedures of ensuring safe
and stable functioning of web/mobile
applications

e understanding of the key concepts of
communication security

e knowledge and the ability of practical
use of encryption algorithms, safe data
storage strategies

e knowledge of basic principles and
techniques for strengthening application
security

Predvideni studijski rezultati:

Intended learning outcomes:

Inanje in raozumevanje:

Student:

* razume najpogostejse groznje in
ranljivosti spletnih in mobilnih aplikacij

* pridobi operativno znanje o pripravi
osnovnih obrambnih protiukrepov

* se zaveda odnosa nacrtovanje-
funkcija in je sposoben ustrezno oblikovati

varne aplikacije

Knowledge and understanding:

The student:

e understands the most common threats
and vulnerabilities of web and mobile
applications

e gains operative knowledge of preparing
basic defence countermeasures

e is aware of the design-function
relationship and able to design secure
applications accordingly

Metode poucevanja in ucenja:

Learning and teaching methods:

e predavanja z aktivho udelezbo
Studentov (razlaga, diskusija, vprasanja,
primeri, resevanje problemov)

e vaje, na katerih bodo student na
konkretnih problemih ponovili, utrdili in
dodatno osvetlili pojme in metode,
spoznane na predavanjih

e domace naloge: s katerimi bodo
Studenti spodbujeni, da sprofi Studirajo
snov, ki bo obravnavana na
predavanjin in vajah

e seminarska naloga bo studente naucila

e |ectures with active student
participation (explanation, discussion,
questions, examples, problem solving)

e |ab work, during which the students will
use practical problems to repeat and
strengthen the topics and methods
presented at the lectures

e home works will stimulate the students to
study concurrently with lectures and lab
work

e student project will prepare the students




samostojnega resevanja prakticninh to autonomously solve practical
problemov z uporabo standardnih problems with the use of standard data
podatkovnih struktur in algoritmov structures and algorithms
Delez (v %) /
Nacini ocenjevanja: Weight (in %) Assessment:
Vrsta (izpit, ustni, teCaqj, projekt): Type (examination, oral, coursework,
project):
* Pisni izpit 25 e Written exam
* Naloge 75 e Assignments
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