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The prerequisite is enrolment in the second
or third year of study.

Vsebina:

Content (Syllabus outline):

Definicija interneta stvari in kiberfizicnih
sistemov

Node.js na operacijskem sistemu Linux
in ARM strojni opremi

Integrirano razvojno okolje Visual Studio
Code

Arduino mikrokontroler in Firmata

loT Modul ESP32

Programski jezik C++ za mikrokontrolerje
Programski jezik javaScript / ECMA
Script

Interakcija s strojno opremo preko
mehanizma zahtevek/odgovor

Definition of Internet of Things and
Cyber-physical Systems (CPS and |oT)
Node.js on Linux operational system and
ARM hardware

Integrated Development Environment
Visual Studio Code

Arduino microcontroller and Firmata
loT Modul ESP32

Programski jezik C++ za mikrokontrolerje
JavaScript / ECMA Script programming
language

Interaction with hardware via
request/response mechanism




e Interakcija s strojno opremo preko

spletnega vticnika

MQTT protokol

esp-now protokol

Iskanje v omrezjih

Razvoj graficnega uporabniskega

vmesnika

¢ Branje in pisanje na digitalnih
vhodno/izhodnih prikljuckih

e Objektno orientirani razvoj interaktivnih
grafov za prikazovanje podatkov v
realnem casu

¢ Branje in pisanje na analognih
vhodno/izhodnih prikljuckih

e Serijski, 12C, SPI protokoli

e Tipala in izvrsini Cleni

¢ Upravljanje enosmernega motorja s H-
krmiljem

¢ Opis upravljanja pozicije enosmernega
motorja

e Opis uporavljanja hitrosti vrtenja
enosmernega motorja

e Razvoj kontrolnih sistemov v okolju
interneta stvari

e Uporaba oblac¢nih tehnologij

e Uporaba druzbenih omrezij za
upravljanje interneta stvari in
kiberfiziCnih sistemov

e Opis primerov uporabe na podrocju
informacijskih sistemov v organizacijah

¢ Interaction with hardware with web

socket

MQTT protocol

esp-now protokol

Network search

Development of Graphical User

Interface

Reading and writing on digital I/O pins

¢ Object oriented development of

interactive charts for data visualization

in real time

Reading and writing of analog I/O pins

Serial, 12C and SPI protocols

Sensors and actuators

Control of DC motor with H-bridge

Description of DC motor position control

problem

e Description of DC motor speed conftrol
problem

e Development of control systems in the
Internet of Things landscape

e Application of cloud technologies

e Application of social media for conftrol
of Internet of Things and Cyber-physical
Systems

e Description of the applications in the
framework of organizational information
systems

Temeljni literatura in viri / Readings:

e Lakhwani, K., Gianey, H. K., Wireko, J. K. & Hiran, K. K. (2020). Internet of Things (loT):
Principles, Paradigms and Applications of IoT. BPB Publications.

e Alur, R. (2015). Principles of Cyber-Physical Systems. MIT Press.

¢ Rowland, C., Goodman, E., Charlier, M., Light A. & Lui, A. (2015). Designing Connected
Products: UX for the Consumer Internet of Things. O'Reilly Media.

e Kranz, M. (2016). Building the Internet of Things: Implement New Business Models,
Disrupt Competitors, Transform Your Industry. Wiley.

Cilji in kompetence:

Objectives and competences:

UCna enota prispeva k razvoju naslednjih
splosnih in predmetno-specificnih
kompetenc:

Splosne kompetence:
* Razumevanje informatizacije z

implementacijo celovitih

The instructional unit contributes to the
development of the following general and
subject-specific competences:

General competences:
* Understanding of informatization with

the implementation of
comprehensive information and e -
business solutions in practice.




informacijskih resitev in e-poslovanja
v praksi.

Razumevanje in uporaba
racunalniskih sistemov in arhitektur.

Predmetno-specificne kompetence:

Pridoblijeno znanje s hitro
razvijajoCega podrocja interneta
stvari in kiberfiziCnih sistemov, ki bo
omogocilo takojsnjo uvedbo resitev
v obstojeCe informacijske sisteme
izbranih organizacij.

Spoznanje osnovnih pojmov in
gradnikov, ki niso neposredno s
podrocja klasicnih informacijskih
sistemov, vendar pa so le-ti kljucni
za razumevanje interneta stvari in
kiberfiziCih sistemov.

Pridobljeno prakticno in teoreticno
znanje, ki bo slusateljem omogocilo
zasnovo novih informacijskih
sistemov v okolju industrije 4.0

Understanding and use of computer
systems and architectures.

Subject-specific competences:

Acquired knowledge in the fast-
evolving field of Internet of Things
and Cyber-physical systems, which
will enable the student to instantly
implement solutions into the existent
organizational information systems.
Acquired knowledge about basic
technological building blocks that
are necessary for understanding of
Internet of Things and Cyber-physical
systems.

Acquired practical and theoretical
knowledge that will enable students
to design and create new
information systems in the Industry 4.0
landscape.

Predvideni studijski rezultati:

Intended learning outcomes:

Znanje in razumevanje:

Student/studentka:

razume osnovne principe
delovanja in zasnove interneta
stvari in kiberfiziCnih sistemov

pozna kljuCne tehnologije potrebne
za uspesno realizacijo projektov
interneta stvari in kiberfizi€nih
sistemov

razume teoreticni opis kontrolnega
sistema upravljanja interneta stvari
in kiberfizicnih sistemov

pridobi znanja o programiranju za
upravljanje z izvrSilnimi Cleni in delo s
tipali

pridobi znanje za uspesno uvedbo
interneta stvari in kiberfizicninh
sistemov v organizacijski
informacijski sistem

Knowledge and understanding:

The student:

understands the basic operational
and design principles of Internet of
Things and Cyber-physical Systems
understands the key technologies
that are needed for successful
realization of Internet of Things and
Cyber-physical Systems projects
understands a theoretical
description of control system and
conftrol of Internet of Things and
Cyber-physical Systems

acquires the knowledge about
programming for application of
actuators and sensors

acquires the knowledge for
successful introduction of Internet of
Things and Cyber-physical Systems
intfo organizational systems
acquires the knowledge about the
project realization in the real-world
environment.




e pridobi znanje o uvedbi projektov v

realnem okolju na razlicnih

podrocjin aplikacije

Prenesljive/kljucne spretnosti in drugi
atributi:

pridoblijeno znanje bo slusateljiem
omogocilo takojsnjo uvedbo interneta
stvari in kiberfiziCnih sistemov v
informacijski sistem izbrane organizacije

Transferable/Key Skills and other attributes:
acquired knowledge will enable the
students to implement Internet of Things
and Cyber-physical Systems solutions
into the existing organizational
information system

Metode poucevanja in ucenja:

Learning and teaching methods:

e predavanja v opremljeni racunalniski
predavalnici

e VvaQje

e lecturesin computer lecture room

e tutorials

Delez (v %) /

Nacini ocenjevanja:

Weight (in %) Assessment:

Nacin (pisni izpit, ustno izprasevanje,
naloge, projekt):

pisni izpit
seminarska naloga

80
20

Type (examination, oral, coursework,
project):

written exam
seminar work
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