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Pogoji za vkljucitev v delo oz. za
opravljanje studijskih obveznosti:

Prerequisits:

Student/studentka mora pred pristopom k

izpitu pripraviti in zagovarjati seminarsko
nalogo ter opraviti vse vaje.

Before taking the exam the student must
successfully prepare and present seminar
work and the lab work task.

Vsebina:

Content (Syllabus outline):

e Varovanje informacij: informacija,
varovanje, odgovornosti, zavezanost

vodstva, pristop, ocenjevanije tveganj,

nacrtovanje sistema varovanja
informacij, vpeljava, spremljava,
izboljSevanje.

e Gradniki varovanja informacij
(zaupnost, celovitost, razpolozljivost in
skladnost).

e Potencialne groznje varovanju
informacij in pojavnost le teh.

¢ Information Security: information,

protection, responsibilities, management

commitment, approach, risk
management, information security
system planning, implementation,
monitoring, improving.

e FElements of information security

(confidentiality, integrity, availability and

compliance).
e Poftential threats to information security
and the incidence of these.




e Ukrepi za zmanjsevanje tveganj v
poslovnem / produkcijskem okolju.

e Ukrepi za zmanjsevanje tveganj v
razvojno / vzdrzevalnem okolju.

e Nadzor varovanja informacij.

e Measures to reduce risks in the business /
production environment.

e Measures to reduce risks in the
development / maintenance
environment.

e Conftrol of information security.

Temeljni literatura in viri / Readings:

e STAMP, MARK (2021) Information Security: Principles and Practice, 3.rd edition, Willy.
o PRISLAN, KAJA in BERNIK, IGOR (2019) Informacijska varnost in organizacije, Univerza v

Mariboru, Fakulteta za varnostne vede

e RHODOS-OUSLEY, MARK (2013) Information Security The Complete Reference, 2nd

edition. McGrawn-Hill.

e [SO/IEC (2013) 27001:2013 Information technology -- Security techniques -- Information
security management systems — Requirements.

Cilji in kompetence:

Objectives and competences:

UCna enota prispeva k razvoju naslednjih
splosnih in predmetno specificnih
kompetenc:

Splosne kompetence:

e Prizadevanje za kakovost
strokovnega dela skozi
avtonomnost, samoiniciativnost,
(samo)kriticnost, (samo)refleksivnost
in (samo)evalviranje.

e Sposobnost pridobivanja, selekcije,
ocenjevanja in umescanja novih
informacij in zmoznost njihove
interpretacije za resevanje poslovnih
problemov.

e Usposobljenost za poslovno
komuniciranje, skupinsko delo in
uporabo informacijskih tehnologij v
ta namen.

Predmetno-specificne kompetence:

e poglobiti razumevanije in kriticnho
razmisljanje o zmoznostih in
omejitvah informacijsko
komunikacijskih tehnologij

¢ vrednotenje varnostnih vidikov
elekifronskega poslovanja

e Usposoblienost za nacrtovanje
upravljanja varovanja informacij

e sposobnost analize stanja na
podrocju varovanja informacij in
izdelave predlogov za izboljsSanje
stanja

The module contributes to the following
general and subject-specific competences:

General competences:

e Striving for the quality of professional
work through autonomy, self-
initiative, as well as (self-)criticism,
(self-)reflection and (self-)evaluation.

¢ The ability to obtain, select, evaluate
and embed the new information, as
well as to interpret them to solve
business problems.

e Competences in business
communication, teamwork and use
of information technology for this
purpose.

Subject-specific competences:

e in-depth understanding and critical
thinking regarding the possibilities
and limitations of information and
communication technologies;

e evaluation of the security aspects of
e - business

e ability fo design information security
management

e ability fo analyse the state of
information security and making
suggestions for improvement




Predvideni studijski rezultati:

Intended learning outcomes:

Studenti so zmozni:

e uveljaviti pristop varovanja

informacij, ki lahko generira dodano o

vrednost organizaciji

e pokazati razliko med razli€nimi

vrstami informacij, groznjami in
osnovnimi ukrepi za zmanjsevanje

tvegan]

e analizirati Siroko uporabljive tehnike
in metode za varovanje informacij

e nacrtovati sistem upravljanja
varovanja informacij

Students will be able to:enforce the
approach of information security,
which can generate added value to
the organization

to show the difference between
different types of information threats
and basic measures to reduce risks
analyze widely usable techniques
and methods for information security
design information security
management system

Metode poucevanja in ucenja:

Learning and teaching methods:

e predavanja z aktivno udelezbo

Studentov (razlaga, diskusija, vprasanja,

primeri, reSevanje problemov,
predstavitve)
e vQje

individualne in skupinske konzultacije
(diskusija, dodatna razlaga, obravnava

specificnih vprasanj)

e lectures (explanation with discussions,
questions, case-studies, presentations)

e tutorials

e individual and group consultations
(debate, additional explanations,
considering specific issues)

Nacini ocenjevanja:

Delez (v %) /

Weight (in %) Assessment:

Nacin (pisni izpit, ustno izprasevanije,

naloge, projekt):

e pisniizpit

e seminarska naloga z
zagovorom

e Vvaje

60
24
16

Type (examination, oral, coursework,
project):

e wriften exam

e seminar work with
presentation

e EXercises
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